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INTRODUCTION

"The needs of the many outweigh the needs of the few." On May
6, 2013, Hon. Judge Otis Wright issued an order in a lawsuit against
alleged copyright infringers that begins enigmatically with this line,
famously uttered by Mr. Spock in "Star Trek II: The Wrath of Khan."'
Perhaps here, by quoting Spock's dying words, Judge Wright meant
to signal that he was ordering copyright holders to fall on their
swords to protect the greater public from predatory behavior. In the
order, Judge Wright excoriates the plaintiffs, a group of lawyers who
notoriously used copyright infringement lawsuits against large groups
of anonymous infringers as an offensive business model, rather than
in defense of a property right.2 Although Judge Wright's primary
concern in the order was the lawyers' brazen and fraudulent
behavior,3 the order's strong language and references to
"battlestations" suggest he was troubled by the very nature of the
copyright lawsuit before him.4
The Internet has complicated copyright enforcement.
In the
digital age, the opportunity costs of infringing a copyright are
minimal:
anyone with an Internet connection can upload or
download a protected work with great speed but no cost.5 This low
1. Ingenuity 13 LLC v. Doe, No 2:12-cv-8333-ODW (JCx), 2013
L 1898633, at
*1 (C.D. Cal. May 6, 2013).
2. The plaintiff in this case was a shell company that specialized in suing
downloaders of pornographic films. Id. at *2.
3. Judge Wright's opinion sanctioned these lawyers after finding they engaged
in fiaudulent behavior including identity theft and deliberately making false
representations to the court. Id. at *3. After posting more than $200,000 in bonds
related to the sanctions, the firm dissolved. Amanda Bronstad, After Sanctions, Law
Firm in Porn Suit Dissolves, National Law Journal, Aug. 5, 2013, available at
http://AwAA.law.com/jsp/nlj/PubArticleNLJ.jsp?id- 1202613664466&AfterSanctions
-Law Fiii In PornSuitsDissolves.
4. Not only doesJudge Wright's introduction continue to use a Star Trek motif,
it also describes the plaintiff's behavior as "exploit [ing]" and "plunder[ing]."
Ingenuity 13 LLC, 2013 WL 1898633, at *1. See also Nate Anderson, Why weren't
the Prenda porn trolls stopped years ago?, ArsTechnica (May 7, 2013, 6:50 PM),
http:// arstechnica.coi tech-policy/ 2013 /05 /why-weient-the-pienda-porn-trollsstopped-years-aZo/ ("W hy did Wright do it?... When he looked closer, he saw the
law-which lie had sworn to uphold in the interests of justice-twisted into a mere
instrument of financial gain.").
5. See BRUCE A. LEHMAN, INFORMATION INFRASTRUCTURE TASK FORCE, WORKING
GROUP ON INTELLECTUAL PROPERTY RIGHTS, INTELLECTUAL PROPERTY AND THE
NATIONAL INFORMATION INFRASTRUCTURE: THE REPORT OF THE WORKING GROUP ON
INTELLECTUAL
PROPERTY
RIGHTS
228-29
(1995),
available
at
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While

there is virtually no cost to infringe a copyright online, the cost of
enforcing copyright online is substantial, both in the time and money
required.7 The difficulty of enforcing a copyright against online
infringement further reduces the disincentive to infringe, because
users need not fear repercussion.8
To combat this cost disparity, trade groups, record labels, and film
producers alike have sought out unorthodox legal approaches.
Among these approaches are so-called 'John Doe" lawsuits, the type
that Judge Wright addressed in the May 6 order, used to sue large
groups of alleged infringers identified only by their Internet Protocol
("IP") address in one consolidated action'
After filing the
complaint, plaintiffs move for expedited discovery, 0 subpoenaing
Internet providers to release subscriber information in order to
identify the intended defendants.11 These suits aim to reduce the
cost of enforcing copyrights and increase the cost of infringing
http://wuA A.uspto.gov/web/offices/com/doc/ipnii/ipnii.pdf
(supporting
amendment of copyright laws to allow penalties even when no financial reward was
gained from mass-scale infiingement).
6. Id.
7. Lee Wilson, If You Want to Sue For Copyright Infringement,GRAPHIC ARTISTS
GUILD, https://A AT.graphicartistsgnild.org/tools-resources/if-you-wAxant-to-sue
(last
visited Feb. 6, 2014) (estimating the cost of bringing a relatively simple copyright
claim to trial to be "several thousand dollars"); How much does it Cost to Pursue a
Copyright Infringement Claim?, TRAVERSE LEGAL INTERNET LAW (Jan. 6, 2012),
http://www.ti-averselegal.com/copyi-ight-infi ingement/copyright/how-much-does-itcost-to-pursue-a-copyright-infringement-claim/
(estimating that costs range from
several thousand dollars to send an "copyright infiingement threat letter" to "well
into six figures" for a copyright lawsuit).
8. See LEHMAN, supra note 5, at 127-28, 230 (describing the inability of current
copyright laws to "prevent... copyright violations" in the Internet context and
pointing toward a shift to technical protection measures as a possible enforcement
aid).
9. John Doe suits are akin to mass torts litigation, the primary distinction being
that John Doe suits feature one plaintiff suing a group of defendants as opposed to a
group of plaintiffs suing one defendant. See Jason R. LaFond, PersonalJurisdiction
and Joinder in Mass Copyright Troll Litigation, 71 MD. L. REV. ENDNOTES 51, 53
(2012) (explaining the litigation process of John Doe lawsuits). One writer argues
that taking this analogy to the next level and filing copyright infringement lawsuits as
reverse class-actions would resolve two problems associated with digital copyright
infringement lawsuits: the costs of prosecuting them and defendants' abilities to
defend them. Brian Noh, Note, Fair Copyright Litigation: The Reverse Class Action
Lawsuit, 9 HASTINGS Bus. LJ. 123, 139 (2012).
10. In normal, non-expedited circumstances, the Federal Rules of Civil
Procedure require that discovery not occur until the parties have held a discovery
conference. FED. R. CIv. P. 26(f). Because defendants in John Doe copyright suits
are initially anonymous IP addresses, plaintiffs move for the court to order discovery
under FED. R. CI. P. 26(d)(1) in order to identify the persons behind the IP
addresses.
11. LaFond, supra note 9, at 52-53.
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copyrights.
John Doe digital copyright lawsuits are problematic to courts
because they raise many legal questions that must be resolved before
even arriving at the question of infringement, touching on issues of
both procedure and policy. The structure ofJohn Doe lawsuits leads
to challenges to jurisdiction, joinder, and the plausibility of claims.
These procedural issues are part and parcel of questions of fairness
fueled by the use of John Doe lawsuits by plaintiffs such as those
subject to judge Wright's sanctions. Plaintiffs who seek to exploit the
legal system for profit have flooded courts with John Doe lawsuits
alleging infringement of pornographic films, trying to bully
defendants into settlements. 2 These plaintiffs, colloquially referred
to as trolls, hope to use the lawsuits to identify the defendants, who
are otherwise known only by their IP addresses. Once a plaintiff
identifies the defendants, the plaintiff sends a letter informing each
defendant of the lawsuit and the potential statutory damages. These
letters contain offers to drop the lawsuit if the defendant is willing to
settle. Compared to the threat of high statutory damages and the
reputational cost of having one's name entered into the public
record as a downloader of pornography, such settlements are very
appealing.
These lawsuits indicate that the joined John Doe
defendant structure is easily exploited and raise questions of fairness
that emphasize the need for a balanced approach.13 While plaintiffs
today can use this litigation strategy as a means of preventing
defendants from waging an effective defense, 14 courts can minimize
12. See In e BitTorrent Adult Film Copyright Infringement Cases, Nos. 113995 (DRH) (GRB),
12-1147QJS) (GRB),
12-1150 (LDW) (GRB),
121154(ADS) (GRB), 2012 WL 1570765, at *1 (E.D.N.Y. July 24, 2012) (characterizing
the litigation as part of "a nationwide blizzard of civil actions").
See also Tim
McGlone, Porn-relatedcopyright infringement cases increase, VIRGINIAN-PILOT, Nov.
27, 2012, available at http://hamptonroads.com/2012/11 /pornrelated-copyrightinfiingement-cases-increase (reporting that fourteen similar copyright infringement
cases against sixty-six anonymous defendants had recently been filed in eastern
Virginia);
Copyright
Trolls,
ELEC.
FRONTIER
FmND.,
https://www.eff.oig/issues/copyiight-trolls (last visitedJan. 17, 2014) ("To date over
50,000 Does have been targeted in cases filed in West Virginia, Texas, Illinois, and
the Northern District of California.").
13. See LaFond, supra note 9, at 60 (arguing that courts must demand a prima
facie showing of personal jurisdiction and proper joinder before proceeding with
discovery in copyright lawsuits); Adam Langston, Ret urn of theJohn Doe: Protecting
Anonymous Defendants in Copyright Infringement Actions, 41 STETSON L. REv. 875,
896-97 (2012) (arguing that the plausibility standard required to overcome a motion
to dismiss in the context of digital copyright infringement suits is interpreted too
broadly).
14. MCGIP, LLCv. Does 1-149, No C 11-02331 LB, 2011 WL 4352110, at *4 (N.D.
Cal. 2011) ("By not naming or serving a single defendant, MCGIP ensures that this
case will not progress beyond its infant stages . . . ").

156

AMERICAN UNW. INTELLECTUAL PROPERTY BRIEF

[Vol. 5:2

the pressures ofJohn Doe lawsuits for future defendants.
Although the complicated procedural questions and the potential
for abuse make John Doe lawsuits difficult for courts, judges should
not be deterred from crafting efficient solutions to the copyright
conundrum. John Doe lawsuits have the potential to preserve
fairness, overcome the problems of scale and cost associated with
digital copyright infringement, and ensure that copyright holders can
enforce their copyrights.
To ensure these lawsuits are effective, courts must allow permissive
joinder of defendants under Rule 20 of the Federal Rules of Civil
Procedure. Because these lawsuits are easily abused, however, courts
must resolve the procedural questions of joinder, jurisdiction, and
plausibility in ways that protect the anonymity of defendants. Courts
can navigate the questions of procedure and fairness by taking
advantage of two powerful tools already at their disposal: magistrate
judges and special masters. To equitably resolve these large-scale
copyright lawsuits, magistrates and special masters should assist the
court in deciding the pre-trial procedural questions raised by these
suits while also protecting the public from preying exploiters.
Part I of this Comment provides a brief contextual summary of
relevant developments in copyright law in the digital era, explains the
copyright troll phenomenon and the John Doe suits that trolls favor,
and introduces magistrates and special masters. Part II analyzes how
courts can address the problem of copyright enforcement by
resolving procedural and policy questions. It argues that courts
should interpret BitTorrent file-sharing as meeting Rule 20's
transactional and common fact requirements and therefore should
allow permissive joinder of defendants. Part II then explains how
magistrate judges and special masters can assist courts in efficiently
and fairly resolving copyright disputes by playing an integral role in
managing the pre-trial stages, serving as an intermediary to protect
the anonymity of defendants, and helping to negotiate equitably
reached settlements. Finally, the paper concludes that courts should
embrace John Doe suits, but use quasi-judicial intermediaries to
ensure the resolution of the complicated procedural questions in
ways that protect defendants from predatory behavior.
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BACKGROUND

A. Copyright in tie Digital Era
1. Evolution of Copyright Law
In the United States, a creator's exclusive right to perform and
distribute her work dates back to the country's birth, not merely
codified by statute, but enshrined in the Constitution.
Congress
first exercised that constitutional authority by passing the Copyright
Act of 1 7 9 0 ,") and has continually updated and expanded the scope
of federal copyright protection over the subsequent two centuries to
embrace new forms of expression.' 7
U.S. copyright law has also changed to reflect the emergence of
new technologies and an increasingly globalized world.' The latest
major round of Congressional action toward digital copyright law, the
Digital Millennium Copyright Act ("DMCA"), 9 began in response to
the 1996 World Intellectual Property Organization ("WIPO")
Internet treaties."' Although the DMCA is widely known for its system

15. U.S. CONST. art I, § 8, cl. 8 (empowering Congress "[t]o promote the Progress
of Science and useful Arts, by securing for limited Times to Authors and Inventors
the exclusive Right to their respective Writings and Discoveries").
16. Copyright Act of 1790, 1 Stat. 124 (1790) (repealed 1831). See Joe Donnini,
Downloading, Distributing, and Damages in the Digital Domain: The Need for
Copyright Remedy Reform, 29 SANTA CLARA COMPUTER & HIGH TECH. LJ. 413, 417
(2013) (examining the history of copyright law and statutory damages in an effort to
find the ideal level of enforcement).
17. See Clark T. Thiel, The Architectural Works Copyright Protection Gesture of
1990, O, "Hey, That Looks Like My Building!," 7 DEPALL-LCA J. ART & ENT. L. &
POL'Y 1, 5 n.25 (1996) (tracing the expansion of the scope of federal copyright
protections to include motion pictures and sound recordings).
18. Although the laws of individual nations specifically govern copyright, in party
nations these laws are subject to minimum standards and conduct floors laid out in
international agreements such as the Berne Convention and fiee trade agreements.
See generally Irene Segal Ayers, The Future of Global Copyright Protection: Has
Copyright Law Gone Too Fai?, 62 U. PITT. L. REV. 49, 65-72 (2000) (explaining
obligations under the Berne Convention, TRIPS Agreement, and WIPO Copyright
Treaties).
19. Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 (1998)
(codified in pertinent part at 17 U.S.C. § 512 (2012)).
20. See id. § 101, 112 Stat. at 2861 ("This title may be cited as the 'WIPO
Copyright and Performances and Phonograms Treaties Implementation Act of
1998'."). The WIPO Copyright Treaty and the WIPO Performances and Phonogram
Treaty both set international norms to prevent "unauthorized access to and use of
creative works on the Internet or other digital networks." WIPO Internet Treaties,
WORLD

INTELLECTUAL

PROPERTY

ORGANIZATION,

http:// , aA.wipo.int/copyright/en/activities/internet-treaties.html (last visited Jan.
17, 2014).
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of take-down notices, 21 it also contains a provision allowing copyright
owners to subpoena Internet service providers ("ISPs") to furnish
identifying information about alleged infringers, 22 and so-called "safeharbor" provisions which shield ISPs from direct liability for
information exchanged over their networks. 3
In 2003, the D.C. Circuit examined these provisions in a hotly
contested lawsuit when the ISP Verizon challenged subpoenas
requested by the Recording Industry Association of America
("RIAA"), a trade group that sought to identify alleged downloaders
of copyrighted music recordings.2 4
On a motion to quash the
subpoenas, Verizon made several arguments: first, that the subpoena
provision of the DMCA did not apply to an ISP's function as a
conduit of information but was only related to information it stores;
second, that the subpoenas violated Article III of the Constitution
because they authorize "federal courts to issue binding process in the
absence of a pending case or controversy ... ;" and third, that the
subpoenas violate Internet users' First Amendment right to
anonymityf5 Although the district court disagreed,"t the D.C. Circuit
sided with Verizon.27 The D.C. Circuit agreed with Verizon's first
argument and held that DMCA subpoenas are only appropriate when
issued to an ISP that stores infringing material on its servers or
actively infringes copyrights."
The Verizon II ruling forced copyright holders to change tactics.
Instead of relying on the DMCA to identify defendants and protect
copyrights, the D.C. Circuit's holding pushed the RIAA and other
digital copyright plaintiffs to adopt an approach built from the rules
of civil procedure and began filing the John Doe lawsuits-the
subject of this paper. 9
21.

See 17 U.S.C. § 512(c) (2012) (establishing the required process of notifying

internet service providers of claimed infringement, and the subsequent removal of
allegedly infringing material by seivice providers). See also David Kiavets, 10 Years
Late, Misunderstood DMCA is the Law That Saved the Web, WIRED, Oct. 27, 2008,
available at http: //www.wired.com /threatlevel /2008/ 10/ ten-years-later (discussing
the successes and failures of the notice and takedown provisions of the DMCA).
22. 17 U.S.C. § 512(h).
23. See id. § 512(a)-(e).
24. Recording Indus. Ass'n ofAm., Inc. v. Verizon Internet Servs., 351 F.3d 1229
(D.C. Cir. 2003) (hereinafter Verizon 1H).
25. In re Verizon Internet Set-vs., 257 F. Supp. 2d 244, 246-47 (D.D.C. 2003)
(hereinafter Verizon 1),.
26. Id. at 247.
27. Verizon II, 351 F.3d at 1236.
28. Id. at 1233. Because the court agreed with Verizon that the subpoenas
should not have been granted under the DMCA, it did not reach the constitutional
questions. Id. at 1231.
29. See Alice Kao, Note, R1AA v.Verizon: Applying the Subpoena Provision of
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2. Evolution of Technology: From Napster to BitTorrent
Although the majority of digital copyright infringement suits filed
today name (or try to name) alleged downloaders as defendants,
plaintiffs in the copyright lawsuits filed at the turn of the twenty-first
century initially took aim at the creators and distributors of the
software used by downloaders.30 In 1999, just one year after Congress
passed the DMCA, the peer-to-peer ("P2P") file-sharing software
application Napster spread like wildfire across the Internet."' Napster
connected users across the world through a centralized index that
allowed them to share music files. 2 As was typical of early P2P
networks, Napster had one centralized network over which software
was distributed and servers connected to transfer files.33
This
centralization made lawsuits relatively simple because plaintiffs had a
clear target in the software creators and distributors.
The content industry took aim at these file-sharing networks with a
series of lawsuits intended to shut down P2P services. 4 MetroGoldwyn-Mayer Studios, Inc. v. Grokster, Ltd.35 built on an earlier
Supreme Court decision concerning the role of technology in
copyright infringement, Sony Corp. of America v. Universal City
Studios, Inc." The Supreme Court held in Sony that even if a
defendant company knew some parties would use its product to
infringe copyrights, it could only be held liable for that infringement
the DMCA, 19 BERKELEY TECH. L.J. 405, 418 (2004) (explaining that Verizon
suggested the John Doe lawsuits as an alternative to the RIAA's approach to
subpoenas).
30. Lori A Morea, The Futuie of Music in a Digital Age: The Ongoing Conflict
Between Copyright Law and Peer-to-Peer Technology, 28 CAMPBELL L. REv. 195, 198
(2006). See, e.g., A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1011 (9th Cir.
2001) (ordering Napster to shut down its P2P network).
31. See Tom Lamont, Napster the day the music was set fiee, THE OBSERVER,
Feb. 23, 2013, available at http://www.guardian.co.uk/music/2013/feb/24/napstermusic-free-file-sharing (sharing one author's perspective on the changes Napster and
file-sharing instigated in the music industry).
32. Napster connected individual Internet users by sharing indexes on a
centralized server.
Users could then search for the desired file on Napster's
centralized index server and download the file directly from the user. Jeff Tyson,
How
the
Old
Napster
Worked,
How
STUFF
WORKS,
http://coiputer.howstuffworks.com/napster2.htm (last visitedJan. 17, 2014).
33. Id.
34. See, e.g., Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Inc., 259 F. Supp.
2d 1029, 1041-43 (C.D.Cal. 2003), aff'd, 380 F.3d 1154 (9th Cir. 2004), rev'd, 545
U.S. 913 (2005) (holding distributors of a file-sharing service not liable for
contributory infringement); A&M Records, Inc. v. Napster, Inc., 114 F. Supp. 2d 896
(N.D.Cal. 2000), affd in part, rev'd in part, 239 F.3d 1004 (9th Cir. 2001) (entitling
plaintiffs to injunctive relief against a file-sharing service).
35. 545 U.S. 913 (2005).
36. 464 U.S. 417, 420 (1984) (holding that manufacturers of home recording
devices such as VCRs cannot be held liable for infringing uses of these products).
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if there were no other legitimate uses but to infringe.37 The result of
the suit allowed the manufacture and sale of home-recording devices
such as VCRs. Grokster subsequently held that even if there are
legitimate non-infringing uses, a defendant company can be held
liable for infringement committed by others using its product if the
defendant induced the infringement."
Early P2P networks like
Napster and Grokster were not only used primarily for infringing
uses, but were openly advertised as tools by which infringement was
possible."
By holding these P2P networks liable for user
infringement, Grokster effectively shuttered these networks.4
Unfortunately for the industry, Pandora's Box was already open.
Reinforced by technology that evolved faster than courts could act,
piracy was rampant and showed no signs of abating.1 File-sharing
networks became decentralized. 2 The speed and convenience P2P
networks provided to legally share information overcame the
obstacles set up by Grokster and the legitimate purpose tests.4"
37.

Id. at 442.
38. Grokster,545 U.S. at 941.
39. See id. at 937-38 (explaining that Grokster promoted itself as an
infringement tool by targeting ads at users of Napster, which was very publicly under
fire for allowing users to infiinge copyrights, and by sending out newsletters touting
its ability to access copyrighted music).
40. See A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1027 (9th Cir. 2001)
(suggesting that Napster may be vicariously liable for failures to prevent
infringement on its system and effectively upholding a preliminary injunction against
Napster, although directing a lower court to modify the scope of the injunction upon
remand).
41. See Ernesto, Games [sic] of Thrones Season Finale Sets New Piracy Record,
TORRENTFREAK (Jun. 10, 2013), http://torrentfreak.com/games-of-thrones-seasonfinale-sets-new-piracy-record- 130610 (estimating that the season finale of the
television program "Game of Thrones," which aired on June 9, 2013, was
downloaded more than one million times by BitTorrent users within just twenty-four
hours of airing). Estimates of music piracy from the Napster-era are also staggering:
in February 2001, perhaps as many as 70 million people had downloaded more than
295 billion songs. JOHN GANTZ & JACK B. ROCHESTER, PIRATES OF THE DIGITAL
MILLENNIUM 175 n.3 (Financial Times Prentice Hall, 1st ed. 2005).
Several years
later, Gantz and Rochester estimate, just one small segment of the file-sharing
population was sharing 500 million files or more. Id. at 177.
42. See Tom Zeller, Jr., Sharing Culture Likely to Pause but Not Wither, N.Y.
TIMES,
Jun.
28,
2005,
available
at
http://w .nytimes.com/2005/06/28/technology/28peer.html
(reporting on a
trend away from centralized indexes to newer network architectures relying on other
methods of searching files and connecting users).
43. For example, Facebook and Twitter use BitTorrent, a file-sharing protocol, to
update their servers.
Ernesto, Facebook Uses BitTorrent, and They Love It,
TORRENTFREAK (Jun. 25, 2010), http://torrentfreak.com/facebook-uses-bittorrentand-they-love-it-100625.
In 2010, the British government used BitTorrent as a
method of distributing information to the public on public spending. Ernesto, UK
Government Uses BitTorrent to Share Public Spending Data, TORRENTFREAK (Jun. 4,
2010),
http: //torriientfi-eak.com/ uk-goverinment-uses-bittorrient-to-share-public-
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The most important technological development on the file-sharing
front in the post-Grokster era was the ascent of the BitTorrent
protocol." BitTorrent is similar to traditional P2P networks in that it
allows users to connect with other users and exchange data, but is
structured very differently. Instead of pinging a central index and
connecting to an individual user, BitTorrent users connect to a
"swarm" of users who each have a copy of at least part of the target
file. 5 Additionally, because BitTorrent users do not exchange whole
files, but instead share small chunks of a file; a BitTorrent
downloader might download hundreds or thousands of pieces-from
many different users-that will eventually compose one file."
BitTorrent also differs from earlier file-sharing methods, because it
has solved the free-rider problem: users have little choice but to also
upload their files, because BitTorrent allots download bandwidth
based on upload rates.
Therefore, BitTorrent users lose the
advantage of rapid download rates by not sharing both ways.47 The
rapid speeds by which users can download large files using this
protocol and its completely decentralized structure make it an ideal
file-sharing tool.
With file-sharing technology improving, the content industry
looked to new methods of protecting copyrights.
To shift the
balance, copyright holders turned to a different strategy and
launched a string of lawsuits against individuals it suspected of
illegally downloading content.48
spending-data-100604. In 2013, rap group Public Enemy released a new single over
BitTorrentjust months after being inducted into the Rock & Roll Hall of Fame. Ken
Yeung, Legendary hip hop group Public Enemy teams with BitTorrent so fans can
remix
their
latest
single,
THE
NEXT
WEB
(Jun.
19,
2013),
http://thenextwAeb.com/insider/2013
/06/19/
legendar}-hip-hop-group-publicenemy-teais-with-bittorriient-so-fans-can-ieiix-their--latest-single.
44. This article uses the name "BitTorrent" to refer to the BitTorrent file-sharing
protocol. There is, however, also a separate file-sharing client named "BitTorrent"
that uses the BitTorrent protocol. See generally About BirTorrent, BITTORRENT,
http://A-AT.bittorrent.com/help/manual/chapterOlOl (last visitedJan. 17, 2014).
45. See generally Chao Zhang et al, Unraveling the BitTorrent Ecosystem,
INSTITITE

OF

ELECTRICAL

AND

ELECTRONICS

ENG'RS,

http://cis.poly.edu/-oss/papeis/PublicEcosysteim.pdf (last visitedJan. 17, 2014), at
3-5 (providing a detailed technical explanation of how the BitTorrent protocol
works).
46. See LaFond, supra note 9, at 54-55.
47. See Annemarie Bridy, Is Online Copyright EnfPorcement Scalable?, 13 VAND.
J. ENT. & TECH. L. 695, 702 (2011) (explaining that the "tit for tat" architecture of
BitTorrent ensures its fast speeds and ability to share large files quickly).
48. See David W. Opderbeck, Peer-to-Peer Networks, Technological Evolution,
and Intellectual Property Reverse Private Attorney General Litigation, 20 BERKELEY
TECH. LJ. 1685, 1687-88 (2005) (discussing the music industry's shift to a "teaching
tool" strategy of suing end-users).
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3. Difficulty of ProtectingDigital Copyrights
Traditionally, copyright holders did not sue end users, but focused
their enforcement efforts on counterfeiters and distributers.
Suing
end-users, especially on an individual basis, is inefficient and
expensive. 5 The shift away from suing distributors of file-sharing
software thus made enforcing copyright against individual infringers
cost prohibitive.
A year before the Supreme Court's Grokster
decision, Professors Lemley and Reese theorized that there were
three approaches to improving the online copyright infringement
regime'.5 First, copyright holders could change the "characteristics of
the Internet itself'-that is, shut down distribution networks and
enforce technological protection measures. 52 Alternatively, copyright
holders could seek to change the economics of copyright
enforcement. The system could increase the cost of infringement,
such as by imposing stiff civil or criminal penalties, or increasing the
prevalence of enforcement by increasing the likelihood that
infringers will be sued. 53

As Lemley and Reese note, this third

method necessarily involves "finding a way to reduce the cost of
5
enforcement to the copyright owner. 1
John Doe suits follow this third approach. By suing individuals,
copyright holders confront the end-users responsible for harming
them; by suing infringers in large groups, copyright holders seek to
reduce the cost of litigation by concentrating filing fees and
redundant expenses related to discovery and prosecution.
B. The Proceduraland Policy Flaws ofjohn Doe Lawsuits
While John Doe lawsuits have great potential to lower the cost of
copyright enforcement, they also create serious problems: such
lawsuits expose defendants to predatory behavior of so-called

49. Mark A. Lemley & R. Anthony Reese, Reducing Digital Copyright
Infringement Without RestrictingInnovation, 56 STAN. L. REV. 1345, 1374 (2004).
50. See id. at 1376-77 (positing that, based on the costs of litigation and the
tremendous number of infringers, "suing even a fraction of the end users could
bankrupt the content industries."). See also Alfred C. Yen, What Federal Gun
Control Can Teach Us About the DMCA's Anti-Trafficking Provisions,2003 Wis. L.
RnV. 649, 652 (2003) ("Potential defendants may be hard to locate, and they may lack
the assets necessary to satisf$ a judgment. Additionally, copyright holders in the
music, movie, and publishing industries understandably feai adverse business
consequences that might come from suing their customers.").
51. Lemley & Reese, supra note 49, at 1393.
52. Id.
53. Id.
54. Id.
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copyright trolls. They also create headaches for courts in the form of
complicated procedural and policy questions.
This subsection
explains these problems.
1.Copyright Trolls are Predatory Plaintiffs
Intellectual property trolls use their ownership of intellectual
property to extract large license fees or legal settlements instead of
using them as productive assets. 55 The troll phenomenon, with a
heavy emphasis on the patent world, increasingly features in the
media's spotlight'6 and in the targets of regulators. 7 Copyright trolls,
however, have a long history of exploitation and are not to be taken
lightly.'

8

While both patent and copyright trolls seek out infringers and use
the threat of lawsuits to extract large license fees or out-of-court
settlements, key differences distinguish the two. Patent trolls 59 target

commercial

entities-usually technology companies."0

55. See Caroline
Horton
Rockafellow,
Embodiment of the Patent Troll?, IP

Copyright
FRONTLINE

Copyright

Trolls-A Different
(Nov. 23,
2006),

http://www.ipfiontline.com/depts/article.aspx?id-13469&deptid-3.
In economics,
this is a form of rent-seeking behavior: the expenditure of resources to bring about
income from the results of public policy decisions beyond that which the market
would provide. Paul M. Johnson, Rent-seeking behavior, A GLOSSARY OF POLITICAL
ECONOMY TERMS, http://www.auburn.edu/-johnspi/gloss/rent-seeking-behavior
(last visitedJan. 12, 2014). Copyright trolls engage in rent-seeking behavior by using
copyright infringement lawsuits as a main source of income, rather than sales of the
copyrighted materials being litigated, and by relying on negotiating settlements
much larger than the presumptive market price.
56. See, e.g., David Segal, Has Patent, Wlill Sue: An Alert to CoiporateAmerica,
N.Y.
TIMES,
Jul.
13,
2013,
available
at
http: //wAwwA.nytimes.com/2013/07/14/business/has-patent-will-sue-an-alert-tocorporate-ainerica.htnl (reporting on a patent enforcement company that had, at
the time of press, sued 1,638 other companies over five years).
57. See, e.g, Comment Request, 78 Fed. Reg. 61,352, 61,353 (Oct. 3, 2013)
(soliciting public comments to the Federal Trade Commission regarding a proposed
investigation of companies that assert patents in the wireless communications
industry and their patent acquisition, litigation, and licensing practices).
58. Briton Harry Wall is widely considered the first copyright troll, after founding
an organization to collect fees foi performances of copyrighted works in 1842. Ian
Polonsky, You Can't Go Home Again: The Righthaven Cases and Copyright Trolling
on the Internet, 36 COLUM. J.L. & ARTS 71, 76 (2012).
59. Patent trolls are also referred to by the more polite monikers "patent
assertion entities" (PAEs) or "non-practicing entities" (NPEs), particularly by those
who believe these businesses actually encourage innovation by protecting the rights
of individual inventors. See Michael Risch, Patent Troll Myths, 42 SETON HALL L.
RV. 457, 458-59 (2012) (explaining competing arguments foi and against NPEs).
60. See J.P. Mello, Legal Update: Technology Licensing and Patent Trolls, 12
B.U. SCI. & TECH. L. REV. 388, 392-93 (2006) (categorizing patent trolls' taigets into
three types of companies: those who cannot afford the cost or stigma of litigation,
those who cannot afford the monetary damages of an adverse judgment, and those
who cannot afford the business impact of an injunction).
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1
abuses have taken several forms.6
This paper focuses on a particular
breed of copyright troll whose modus operandi is to target private
individuals instead of commercial actors.
Both modern patent trolls and copyright trolls owe their existences
to technology, but again with important differences. Patent trolls
take advantage of uncertainties in the patentability of new
technology, especially software.62
Many early patents issued for
software cover broadly defined technologies. 3 Often referred to as
non-practicing entities (NPEs), patent trolls typically acquire such
patents from the original inventor with no intention of using them."4
Instead, they lie in wait for others who either must use the patented
technology or who use a technology that might be within the scope of
such a broad patent.15 Then, as with copyright trolls, they demand
large license fees with threats of infringement lawsuits." Copyright
trolls, on the other hand, seek to exploit the democratization of the
Internet and the ease with which regular users can access protected
information, as well as uncertainties in how courts should adapt to
Internet-based interaction.
Even considering these differences, what makes the problem of
copyright trolls unique is the scale of their abuse and the use ofJohn

61. Prof. Jason Mazzone uses the term "copyfraud" to describe other forms of
copyright abuse involving false claims of copyright, such as eliciting use licenses for
works in the public domain. See generally JASON MAZZONE, COPYFRALD AND OTHER
ABUSES OF INTELLECTUAL PROPERTY LAW 1-25 (2011).
One of the first modern
organizations to be labeled a copyright troll was Righthaven LLC. The company's
business model involved partnering with content producers, such as newspapers, and
acquiing the rights to litigate the infringement of the content producer's
copyrights.
The company would sue bloggers and other internet sites that
republished pictures or portions of articles originally published by its partners,
demanding high statutory damages, but accepting much lower settlements. See
generally Polonsky, supra note 59, at 78-80 (introducing Righthaven's copyright
assertion practices).
62. See Kris Frieswick, The Real Toll of Patent Trolls, INC., Feb. 14, 2013,
available at http://www.inc.com/magazine/201202/kris-frieswick/patent-troll-tollon-businesses.html (reporting on patent troll lawsuits against Internet companies);
see also Mello, supra note 61, at 390 (listing three characteristics of patents obtained
by trolls: the patent should be in a competitive technology field, assert broad rights,
and be inexpensive to acquire).
63. Frieswick, supia note 62.
64. See
Patent
Trolls,
ELEC.
FRONTIER
FOUND.,
https://www.eff.org/issues/resources-patent-troll-victims (last visited Jan. 12, 2014)
(describing briefly the patent troll phenomenon and the tactics of patent trolls).
65. See, e.g., eBay Inc. v. MercExchange, L.L.C., 547 U.S. 388, 390 (2006)
(litigating a "business method patent for an electronic market designed to facilitate
the sale of goods between private individuals by establishing a central authority to
promote trust among participants."). Justice Kennedy, in concurring with the
opinion of the Court, warned courts to beai in mind the development of the patentassertion industry. Id. at 396 (Kennedy,J., concurring).
66. Polonsky, supra note 58, at 75.
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Doe lawsuits. The content industry pioneered John Doe lawsuits in
the early 2000s as part of efforts to curb piracy. 7 Copyright trolls
hope to use these lawsuits for profit." By taking advantage of the
relatively low cost of filing a lawsuit, trolls are able to threaten alleged
downloaders with high statutory damages and encourage the
defendants to settle. As an added threat, the works in question are
often pornographic films, meaning that defendants who wish to
defend themselves must also drag their names through proverbial
Inud. 6 9 Because of such practices, courts have seen a spectacular
increase in the number of copyright suits filed each year, which has
overwhelmed their dockets.7 "
Because the patent troll problem is largely fueled by the breadth
and vagueness of the asserted patents," the problem is largely fixable
through endogenous change.
First, the Supreme Court altered
patent jurisprudence to narrow the scope of patents for software and
methods.7 2 Second, defendants who fight back against troll threats
can challenge the validity of the patent itself;7 patents that are
successfully challenged are invalidated, and can no longer be
asserted.7 ' On the other hand, the rise in copyright litigation is
unrelated to the scope of the copyrights in question, and so similar
67. Kao, supra note 29, at 406.
68. James DeBriyn, Shedding Light on Copyright Trolls: An Analysis of Mass
Copyright Litigation in the Age of Statutory Damages, 19 U.C.L.A. ENT. L. REV. 79, 86
(2012).
69. See Ingenuity 13 LLC v. Doe, No 2:12-cv-8333-ODW JCx), 2013 WL
1898633, at *1 (C.D. Cal. May 6, 2013) (sanctioning one of the most notorious porn
troll groups, Prenda Law, for fraud on the court).
70. See Media Prods., Inc. v. Does, Nos. 12 Civ. 3719 (HB), 12 Civ. 3630 (HB), 12
Civ. 2962 (HB), 2012 WL 3866492, at *1 & *1 n.2 (S.D.N.Y. Sept. 4, 2012) (referring
to copyright trolls as a swarmi of locusts and citing a long list of similar cases while
musing that "[i]t is difficult to even imagine the extraordinary amount of time
federaljudges have spent on these cases.").
71. See U.S. Gov'T AccoUINTABILITY OFFICE, GAO-13-465, ASSESSING FACTORS
THAT AFFECT PATENT INFRINGEMENT LITIGATION COULD HELP IMPROVE PATENT QUALITY

28-32 (2013), available at http://www.gao.gov/assets/660/657103.pdf (reporting
that "unclear property rights, [and] overly broad claims" are among several factors
that have led to the increase in patent litigation).
72. See, e.g., Mayo Collaborative Servs. v. Prometheus Labs., Inc., 132 S.Ct. 1289,
1299-1300 (2012) (holding that a method of administering medicine and treatment
was not patent-eligible subject matter); Bilski v. Kappos, 130 S. Ct. 3218, 3227, 3231
(2010) (holding that a business-method patent for hedging risk was not patenteligible subject matter because the standard machine-or-transformation test is not
the "sole criterion for determining the patentability of inventions in the Information
Age").
73. See Michael Risch, Patent Challenges and Royalty Inflation, 85 IND. L.J. 1003,
1003-04 (2008) (noting that although the right to challenge patents is an inalienable
patent right, this right leads to higher licensing fees).
74. See id. (arguing that the challenge system allowing for the "elimination of
bad patents" is detrimental to the patent system).
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options do not exist. Therefore, the American legal system must craft
new solutions.
2. John Doe Lawsuits Raise Many Issues
a. ProceduralProblems
The question of when in the litigation it is appropriate to consider
the jurisdiction and joinder questions is central to the procedural
issues involved in John Doe lawsuits.7 5 Courts and scholars have not
yet reached a consensus on this question, but many believe that those
questions must be resolved before a court orders expedited
discovery. 7' The exploitative tactics of trolls complicate this question
because, upon completion of expedited discovery, anonymous
defendants are unmasked and exposed to predatory plaintiffs.77
joinder. The "reverse class-action" structure of John Doe suits
raises questions about the propriety of joining defendants who are
only connected by the act of file-sharing. When plaintiffs in John
Doe suits file claims against anonymous IP addresses, they join many
defendants-sometimes thousands-to save money in filing fees.78
This joinder is the defining characteristic of John Doe lawsuits, and is
the key to their potential to make copyright enforcement scalable to
the digital environment.
The joinder rule exists to promote judicial efficiency by expediting
final judgments and preventing duplicative lawsuits.7 ' Rule 20(a) of
the Federal Rules of Civil Procedure allows plaintiffs to join multiple
defendants when "(A) any right to relief is asserted against them
jointly, severally, or in the alternative with respect to or arising out of
the same transaction, occurrence, or series of transactions or
occurrences; and (B) any question of law or fact common to all
defendants will arise in the action. ' There are no hard rules of
interpretation, and therefore joinder is left to the discretion of the

75. See Joshua M. Dickman, Anonymity and the Demands of CiVil ProcedurC in
Music Downloading Lawsuits, 82 TIUL. L. RV. 1049, 1110 (2008) (analyzing at which
point in litigation questions ofjurisdiction andjoinder should be considered from a
perspective of protecting anonymity).
76. Id.; see also BMG Music v. Doe, No. 04-650, 2004 "I 953888, at *2 (E.D. Pa.
Api. 2, 2004) (severing defendants, sua sponte, over plaintiff's motion for discovery).
But see Sony Music Entm't Inc. v. Does 1-40, 326 F. Supp. 2d 556, 567-68 (S.D.N.Y.
2004).
77. LaFond, supra note 9, at 52-53.

78.
which
79.
80.

See DeBriyn, supra note 68, at 95 (calculating the savings in one suit, in
5,000 IP addresses werejoined, at $1.75 million).
Moselyv. Gen. Motors Corp., 497 F.2d 1330, 1332 (8th Cir. 1974).
FED. R. CiV.P. 20(a)(2).
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court. 81
Under the transactional test, Rule 20 permits all "reasonably
related claims" against different parties to be tried in a single
proceeding, even if the claims are not absolutely identical.12 A
leading practice guide explains that courts are likely to permit
joinder "when the likelihood of overlapping proof and duplication in
testimony indicates that separate trials would result in delay,
inconvenience, and added expense to the parties and to the court."83
The common question of law or fact requirement is similarly broad,
and Rule 20 does not require that all questions of law or fact be
common amongst the claims.8 4
Analysis and application of Rule 20 has led to inconsistent results
in John Doe lawsuits, and courts disagree on just how much
interaction and deliberate connection is necessary. s5 Because of the
"swarm" structure of BitTorrent connections, all infringements over
BitTorrent must be committed in tandem with at least one other
individual. Even so, many courts order severance of defendants
based on improper joinder, insisting that merely using the same
service provider or network to share the same file does not
sufficiently tie defendants to the same transaction. 6 In one of the
many cases filed by Patrick Collins, Inc., the court thoroughly
explained its reasoning for severing defendants, noting the
disagreement among courts, and ultimately found that precedent
supporting improper joinder was more persuasive. 7
Without
81. Mosely, 497 F.2d at 1332-33.
82. Id. at 1333. Compare DirecTV, Inc. v. Loussaert, 218 F.R.D. 639, 642-43 (S.D.
Iowa 2003) (holding that the transaction requirement was not met in a case against
multiple defendants accused of using a device to access satellite television signals in
violation of federal statute because the individuals acted separately, at different
places and times) with DirecTV, Inc. v. Barrett, 220 F.R.D. 630, 632 (D. Kan. 2004)
(denying defendants' motion to sever in a case of similar facts to Loussacrt, citing
Rule 20's flexibility).
83. 7 CHARLES ALAN WRIGHT, ARTHUR R. MILLER & MARY KAY KANE, FEDERAL
PRACTICE AND PROCEDURE § 1653 (3d ed. 2001).

84. Mosely, 497 F.2d at 1334.
85. See, e.g., LaFace Records, LLC v. Does 1-38, No. 5:07-CV 298-BR, 2008 WL
544992, at *2-3 (E.D.N.C. Feb. 27, 2008) ("However, merely committing the same
type of violation in the same way does not link defendants together for purposes of
joinder."). But see Voltage Pictures, LLC v. Does 1-5000, 818 F. Supp. 2d 28, 38, 43
(D.D.C. 2011) (holding that, at least at the initial phases of litigation before discovery
was completed, joinder was proper).
86. Patrick Collins, Inc. v. Does 1-44, No.JFM 8:12-cv-00020, 2012 "L 1144854, at
*2 (D. Md. Apr. 4, 2012); LaFace Records, 2008 WL 544992, at *2-3; BMG Music v.
Does 1-203, No. 04-650, 2004 XL 953888, at *1 (E.D. Pa. Api. 2, 2004).
87. Patrick Collins, 2012 WL 1144854, at *3, *5-6. The court cited a long list of
previous cases that held participating in a BitTorrent swarm, even the same swarm,
should not be enough to meet Rule 20(a)'s requirements. Id. at *5 (citing eleven
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allegations that the defendants had acted in concert to infringe the
plaintiffs copyright, the court refused to find that joinder was
proper; merely alleging that the defendants used the same ISP and
file-sharing network did not meet such a requirement. 8 The court
found the common fact question to be "undeniably a much closer
call," t but likewise decided that even if there were a common
question of law, the claim against each defendant would involve
different facts and defenses.90 Given that defendants would argue
different theories of defense and facts, the implications ofjoinder on
fairness especially worried the court1
The result reached by the District of Maryland in Patrick Collins is
far from universal, however. Just two weeks prior to that decision, the
Eastern District of Pennsylvania reached the opposite conclusion in a
similar suit, holding that joinder was proper-at least at the
expedited discovery stage. 92 In that case, the court noted up-front
that "[t]he purpose of Rule 20(a) is 'to promote trial convenience'
and prevent a multiplicity of lawsuits.""3
Working from that
perspective, the court held that participation in the same swarm is
sufficient under Rule 20, because the claims against each defendant
would "feature largely duplicative proof regarding the nature of
BitTorrent, the plaintiff s ownership interest in the copyright for the
Work, and the forensic investigation conducted by the plaintiff" 4
Although it ruled in favor ofjoinder, the court also emphasized that
it could revisit the question at later stages in the litigation. 5
Personal Jurisdiction.
Defendants often contest personal
jurisdiction in John Doe cases because plaintiffs have not identified
defendants at the time of filing, and therefore might bring claims
against defendants that do not have suitable connections to the

cases that hold "'the swarm joinder theory [associated with the BitTorrent protocol]
has been considered by various district courts, the majority of which have rejected
it."') (alteration in original).
88. Id. at *4-5 ("Litigating instances of separate but similar conduct defies the
purpose ofjoinder and raises concerns of individual fairness and justice."); see also
Hard Drive Prod., Inc. v. Does 1-188, 809 F. Supp. 2d 1150, 1163 (N.D. Cal. 2011)
("The bare fact that a Doe clicked on a command to participate in the BitTorrent
Protocol does not mean that they were part of the downloading by unknown
hundreds or thousands of individuals across the country or across the world.").
89. Patrick Collins, 2012 WL 1144854, at *4.
90. Id.

91.

Id. at5.

92. Raw Films, Ltd. v. Does 1-15, No. 11-7248, 2012 "AL 1019067, at *5 (E.D. Pa.
Mar. 26, 2012).
93. Id. at *3.
94. Id. at *4.

95. Id. at *5.
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forum state. 96 Personal jurisdiction comes from statutory long-arn
jurisdiction9 7 or from two sources of due process jurisdiction, general
and specific jurisdiction."
Courts may assert general jurisdiction
when the defendant's contacts to the forum state are substantial
enough to permit an action even when those contacts are unrelated
to the claims.'!'" Specific jurisdiction is asserted when the defendant's
00
contacts with the forum state give rise to the claims sued on.
Under a general jurisdiction theory, courts can exercise personal
jurisdiction over defendants in the state in which they are
domiciled.1 1 Although it is relatively simple to identify an Internet
user's general location based on his or her IP address, results may be
imprecise. 0 2 Users who employ virtual private networks or other
similar tools can change or hide their true IP addresses, further
complicating such efforts.0 3 Because of this inaccuracy, there is no
guarantee that attempts to isolate downloaders by geographic region

96. See Dickman, supra note 75, at 1069-70 (questioning whether the
requirements of personal jurisdiction are met in John Doe copyright lawAsuits).
97. Hess v. PawAloski, 274 U.S. 352, 356 (1927).
98. See Allan R. Stein, PersonalJurisdiction and the Internet: Seeing Due
Process Through the Lens of Regulatoy Precision, 98 Nw. U. L. REV. 411, 418 (2004)
(explaining that courts require fewer contacts to assert specific jurisdiction than
those required to assert general jurisdiction).
99. See Perkins v. Benguet Consol. Mining Co., 342 U.S. 437, 447-48 (1952)
(holding that a foreign corporation whose principle management and financial
operations were based out of Ohio maintained enough "continuous and systematic"
contacts with the forum state so that an assertion of jurisdiction would not violate
due process).
100. Id. at 445-46.
101. Milliken v. Meyer, 311 U.S. 457, 462 (1940); see also Dickman, supra note 76,
at 1070 ("Perhaps the easiest way to establish personal jurisdiction over a defendant
is to file suit in the defendant's home state.").
102. Without much effort, even casual Internet users can obtain such information
from seivices like those found at Lookup IP Address Location, WHAT Is My IP
ADDRESS, http://whatismyipaddress.com/ip-lookup (last visited Jan. 11, 2014). This
website claims that its searches are 90% accurate on the state level, and 81% accurate
within a 25 mile radius. Id. Some courts have even taken note of such websites, and
cited them in opinions regarding personal jurisdiction in John Doe cases. See, e.g.,
Nu Image, Inc. v. Does 1-23,322, 799 F. Supp. 2d 34, 40-41 (D.D.C. 2011) (referring
to Geolocation Accuracy); Geolocation Accuracy, WHAT Is My IP ADDRESS,
http://whatismyipaddress.coin/geolocation-accuracy (last visited Aug. 11, 2013).
103. See Eric Geier, How (and why) to set up a VPN today, PC WORLD, Mar. 19,
2013, available at http://www.pcworld.com/article/2030763/how-and-why-to-set-ipa-vpn-today.html (explaining that virtual private networks are useful to users with
concerns about privacy, because they encrypt Internet traffic and disguise the
geographic region of IP addresses). See also Alan Henry, 14hy You Should Start
Using a VPIN (and How to Choose the Best One For Your Needs), LIFEHACKER (Sept.
5, 2012, 8:00 AM), http://lifehacker.com/5940565/why-you-should-start-using-a-vpnand-how-to-choose-the-best-one-for-your-needs ("Better safe than trying to defend
yourself in court or paying a massive fine for something you may or may not have
even done, right?").
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will guarantee that an exercise of personal jurisdiction is appropriate.
Specific jurisdiction allows courts to exercise personal jurisdiction
over non-resident defendants who have "minimum contacts"1' ' such
that they could reasonably anticipate being brought into court.115 To
make such a determination, courts consider whether the defendant
"purposefully avails itself of the privilege of conducting activities
within the forum State ....",0l
States can also assert jurisdiction over
a defendant regardless of contacts when intentional actions aimed at
10 7
the forum state caused the harm.
Although personal jurisdiction on the Internet is still an unsettled
frontier of law,""s courts generally hold the fleeting connections to
unknown persons in unknown places created by a BitTorrent swarm
insufficient to meet the due process requirements of jurisdiction
under the "minimum contacts" or "purposeful availnent"
standards."' BitTorrent connections do not generally allow users to
connect to a specific user, but, instead, flit between many different
hosts around the country and the world that are part of the same
"swarm.''n 0
Courts usually find that BitTorrent's swarm methodology does not
sufficiently tie defendants together to intentional conduct, because
although BitTorrent might have enabled the defendants to infringe
the plaintiff's copyright together, there was no evidence to suggest
that the defendants had enabled each other in fact, or that such

104. Int'l Shoe Co. v. Washington, 326 U.S. 310, 316 (1945) (holding that due
process only requires a defendant have such minimum continuous and systematic
contacts with the forum state that a lawsuit would not offend traditional notions of
fair play andjustice).
105. World-W'ide Volkswagen Corp. v. Woodson, 444 U.S. 286, 297 (1980).
106. Burger King Corp. v. Rudzewicz, 471 U.S. 462, 475 (1985).
Purposeful
availment requires that a defendant took deliberate action to engage in activities in
the forum state or create continuing obligations with residents of the forum state;
physical entrance into the state is unnecessary. Id. at 475-76.
107. Calder v. Jones, 465 U.S. 783, 789-90 (1984). This so-called "effects test" is
particularly relevant when the harm rises not from negligence or a contractual
relationship, but from intentionally tortious acts.
108. See Erin F. Norris, Note, Why the Internet Isn't Special: Restoring
Predictability to PersonalJurisdiction, 53 ARIz. L. REv. 1013, 1016 (2011) ("[T]he
legal community has struggled for nearly 20 years to devise a technolog-specific
personaljurisdiction test to analyze electronic contacts. This struggle has fostered an
array of different approaches and analyses that vary widely from jurisdiction to
jurisdiction.").
109. See, e.g., DigiProtect USA Corp. v. Does 1-240, No. 10 Civ. 8760(PAC), 2011
WL 4444666, at *2-3 (S.D.N.Y. Sept. 26, 2011) (rejecting an assertion of personal
jurisdiction under a purposeful availnent analysis).
110. See Bridy, supra note 47, at 701-02 (explaining that torrent connections are
assigned automatically based on the most efficient download speeds).
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enabling was intentional.11 1 For example, in the 2011 DigiProtect
USA '1 2 case, the Southern District of New York rejected the plaintiff's
assertion of the court's jurisdiction under several theories: statutory
long-arm personal jurisdiction, minimum contacts, and purposeful
availment."3 In its analysis of BitTorrent swarms, the court rejected
the plaintiff's argument that jurisdiction over one of the many
defendants would imply jurisdiction over all defendants because of
the "swarm," and thus rejected jurisdiction under both theories of
jurisdiction.'
Because the court found that it (lid not have
jurisdiction over the defendants, it vacated subpoenas issued to ISPs
and dismissed the complaint.
Plausibility.
Defendants
also
sometimes
try, although
unsuccessfully, to have John Doe infringement claims dismissed
under Federal Rule of Civil Procedure 12(b)(6).11 5 Under the
holdings of two leading cases, Bell Atlantic Corp. v.Twombly1 and
Ashcroft v. Iqbal,"7 plaintiffs must include factual allegations in their
pleadings that go beyond "bare assertions" and "formulaic
recitation[s] of the elements," ' 8 and raise their claims above a
"speculative" level.1 9 Failure to meet these pleading standards would
thus permit a court to dismiss the complaint. 20
Plaintiffs generally have little difficulty meeting this burden in a
John Doe infringement suit. As part of their filing, plaintiffs can
include information about the IP addresses alleged to have shared
copyrighted material, as well as what material the defendants were
alleged to have shared, when they were alleged to have shared it, and

111. See, e.g., DigiProtect USA, 2011 WL 4444666, at *3. The court used this
same argument to reject thejoinder of alldefendants. Id. n.3.
112. DigiProtect USA Corp. v. Does 1-240, No. 10 Civ. 8760(PAC), 2011 WL
4444666 (S.D.N.Y. Sept. 26, 2011).
113.

Id. at *2-4. The court first found that long-arm personal jurisdiction under

New York tort law was inapplicable because the plaintiff was a California company,
and therefore the injury to plaintiff occurred outside of New York. Id. at *2. Not
only that, but under New York law, "the plaintiff must also show that the
nondomiciliar 'expects or should reasonably expect the act to have consequences in
the state and derives substantial revenue from interstate or international
commerce.'
Id. (citing N.Y. C.P.L.R. § 302(a)(3)(ii)). The court found that the
plaintiff had failed to provide any evidence to back up such a claim and rejected that
argument in favor ofjurisdiction. Id.

114.

Id. at *3.

115.
116.
117.
118.
119.
120.

FED. R. CIv.P. 12(b)(6).
550 U.S. 544 (2007).
556 U.S. 662 (2009).
Id. at 681.
Twombly, 550 U.S. at 555.
Id. at 570.
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over what network they were alleged to have shared it. 12 1 In Arista
Records LLC v. Doe,1 22 an appeal of a denied motion to quash a
subpoena, the court rejected the defendant's argument that the
claim was insufficiently pleaded where such information was provided
by the plaintiff'2 3
The defendant argued that the plaintiffs'
allegations were not sufficiently specific under the Supreme Court's
recent jurisprudence, but the court held that the standard set in
those cases did not require "the pleading of specific evidence or extra
facts beyond what is needed to make the claim plausible."1 '' Thus the
court held that the plaintiffs' claims were sufficiently pleaded and
upheld the lower court's decision.'2 '
These three procedural questions-jurisdiction, joinder, and
plausibility-are all intertwined with the discovery process. The
information necessary to determine the question of jurisdiction-the
location of the defendant or her contacts to the forum state-can
only be obtained by discovery. Likewise, detailed information about
any common transaction or questions of fact for a thorough joinder
analysis must be obtained through the discovery process.1 2" Because
under Rule 26(d), parties cannot seek discovery before a conference
of all parties, it is necessary to obtain an expedited discovery order to
identify the defendants before discovery can proceed. Finally, a wellpleaded complaint will contain factual information, such as the IP
addresses of the alleged infringers, that will form the starting point
for discovery requests. The procedural questions, however, are not
the only issues courts must deal with when presiding over aJohn Doe
lawsuit.
b. Anonymity and Damages Fuel the Exploitative Nature of Troll
Lawsuits
When trolls are involved, John Doe suits become a race against
time for plaintiffs, who hope to uncover the personal information of
defendants in discovery and reach settlements before defendants
have the chance to raise procedural questions or other defenses.
Once a troll knows a defendant's identity, it can bully the defendant
121. See, e.g., Arista Records LLC v. Doe, 604 F.3d 110, 121-22 (2d Cir. 2010)
(noting that allegations made in the complaint included factual assertions that could
"hardly be more specific").
122. 604 F.3d 110 (2d Cir. 2010).
123. Id. at 120-22.
124. Id. at 120-21.
125. Id. at 124.
126. However, courts may base joinder purely on allegations made in the

complaint. United States v. Mississippi, 380 U.S. 128, 142-43 (1965).
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into a settlement, relying on the relatively high level of statutory
damages to scare defendants into settling at lower, but still substantial
1 27
amounts.
The troll business model is only effective if the level of statutory
damages is high enough to easily frighten alleged downloaders.' 8
Statutory damages bear no real relation to actual damages. 29 The
potential liability for infringement likely shocks many alleged
downloaders, making the settlement offers trolls use for profit much
more palatable than a drawn out defense. Statutory damages are set
at a range of $750 to $30,000 per infringed work, giving courts
discretion in calculating damages.3 0
If the plaintiff can prove
"willful" infringement, those damages can go up to $150,000.''
Moreover, recent highly publicized cases send a signal to these
alleged downloaders that high damages are both likely and
enforceable.132
Because statutory damages have such potential to scare off
defendants, protecting the anonymity of defendants is therefore an
important consideration in John Doe suits. In some early lawsuits,
alleged downloaders argued that the First Amendment prohibited
early discovery because anonymous speech on the Internet is
generally protected.133 Copyright infringement is one exception to
that rule. " 4 In Sony Music, then-District judge Hon. Denny Chin

127. See supra notes 13-14 and accompanying text (explaining the modus
operandi of theseJohn Doe plaintiffs).
128. There are differing opinions regarding the structure and effectiveness of
copyright damages. Compare Lemley & Reese, supra note 49, at 1395-97 (arguing
that strong penalties-even criminal ones-for infringers will serve to effectively
deter downloaders) with Donnini, supra note 16, at 447-50 (arguing that a tiered
penalty system would promote fairness).
129. Sony BMG Music Entin't v. Tenenbaum, 719 F.3d 67, 70-71 (1st Cir. 2013).

130. 17U.S.C. §504(c)(1) (2012).
131.

Id.§ 504(c) (2).

There is also an "innocent infringement" exception which

reduces damages to as low as $200 pei infringement if "the court finds, that such
infringer was not aware and had no reason to believe that his or her acts constituted
an infringement of copyright .. " Id.
132. See, e.g., Tenenbaum, 719 F.3d at 68 (upholding damages of $675,000-

$22,500 per infringement-for downloading thirty songs as constitutional).
133. See, e.g., Sony Music Entm't Inc. v. Does 1-40, 326 F. Supp. 2d 556, 562
(S.D.N.Y. 2004) (citing Buckley v. Am. Constitutional Law Found., 525 U.S. 182, 200

(1999) and Reno v. A.C.L.U., 521 U.S. 844, 870 (1997)) (discussing whether the First
Amendment prohibits disclosure of Internet subscriber identity in a John Doe case);

In re Verizon Internet Setvs., Inc., 257 F. Supp. 2d 244, 247 (D.D.C. 2003) (including
a claim that section 512(h) of the DMCA violates the First Amendment of Internet
users), rev'd on other grounds, Recording Indus. Ass'n of Am., Inc. v. Verizon

Internet Servs., Inc., 351 F.3d 1229 (D.C. Cir. 2003).
134.

Sony Music, 326 F. Supp. 2d at 562-63 (citing Harper & Row Publishers, Inc.

v. Nation Enters., 471 U.S. 539, 555-56, 569 (1985)).
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concluded that "the use of P2P file copying networks to download,
distribute, or make sound recordings available qualifies as speech
entitled to First Amendment protection," but softened that
conclusion with a five part balancing test.'13
Following this test, a
court should weigh "(1) a concrete showing of a prima facie claim of
actionable harm, (2) specificity of the discovery request, (3) the
absence of alternative means to obtain the subpoenaed information,
(4) a central need for the subpoenaed information to advance the
claim, and (5) the party's expectation of privacy.1136 Other courts
have since adopted this test and found that it supports disclosing the
identity of alleged downloaders. 3 7 If applying the five-factor test
favors disclosing the identity of defendants, however, courts must be
wary of the potential for exploitative consequences and take
measures to minimize that potential.
C. Magistrates & Special Masters
In navigating the intricacies of pretrial litigation, courts have two
important tools at their disposal: magistrate judges and special
masters. Magistrate judges are sometimes referred to as "Article I
judges" because their power comes from Congress rather than Article
III of the Constitution, which concerns the Judicial Branch.138
Magistrate authority has periodically been expanded over the last
half-century in efforts to increase judicial efficiency.13 9 Magistrate
judges have broad authority to hear and determine many pretrial
140
matters before the court.
In addition to using magistrate judges, courts can appoint special
masters to oversee complicated aspects of litigation. Special masters
are another breed of quasi-judicial official, appointed by courts to
assist judges in carrying out specific judicial duties under
"exceptional condition[s]. 1 41 Their authority comes directly from

135. Id. at 564-65.
136. Id. (internal citations omitted).

In Sony Music, Judge Chin found the test

supported disclosing the identity of alleged infiingers. Id. at 565.
137. Malibu Media, LLC v. Doe No. 4, No. 12 Civ. 2950UJPO), 2012 WL 5987854,
at *3-4 (S.D.N.Y. Nov. 30, 2012); Call of the Wild Movie, LLC. v. Does 1-1,062, 770 F.
Supp. 2d 332, 341 (D.D.C. 2011); Interscope Records v. Does 1-14, 558 F. Supp. 2d
1176, 1178 (D.Kan. 2008).
138. Tim A. Baker, The Expanding Role of MagisUate Judges in the Federal

Courts, 39 VAL.U.L.REV.661, 661 (2005).
139. R. Lawrence Dessem, The Role of the Federal Magistrate Judge in Civil
Justice Reform, 67 ST.JOHN'S L.REV. 799, 801-02 (1993).

140. 28 U.S.C. § 636(b) (1)(A)(2012).
141. FED. R.Cir. P.53(a) (1)(B)(i);
LaBuy v.Howes Leather Co., 352 U.S. 249, 256
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the Federal Rules of Civil Procedure.142 Courts ask special masters to
assist when the court must deal with intricate details, such as
complicated computation damages. 143 Magistrate judges can also
serve as special masters. 144 The Federal Rules of Civil Procedure leave
a great deal of room for interpretation as to what kinds of cases can
be referred to masters. 145 Courts may delegate
powers, but are wary
14 6
of completely abdicating judicial authority.
Special masters have the power to "perform duties consented to by
the parties," "hold trial proceedings and make or recommend
findings of fact on issues to be decided without a jury," and "address
pretrial and posttrial matters that cannot be effectively and timely
addressed by an available district judge or magistrate judge of the
district. '' 147 The court only appoints masters after the parties have
been given notice and an opportunity to be heard, and masters are
charged with specific duties, time limits, and restrictions. 14 8
ANALYSIS

Despite their flaws,John Doe lawsuits have tremendous potential to
strengthen the current copyright regime. An effective copyright
enforcement regime must allow copyright holders a cost-effective
mechanism to protect their exclusive rights, but cannot sacrifice
fundamental principles of fairness in order to do so. Although John
Doe lawsuits provide such a cost-effective mechanism by lowering the
costs of enforcing copyright while simultaneously increasing the cost
of infringing, steps must be taken to address the concerns laid out in
Part II.

(1957) (substituting the phrase "exceptional circumstances"); 352 U.S. at 261
(Brennan,J., dissenting).
142. FED. R. CIV.P. 53(a)(1)(B).
143. Id. See also Absolute Software, Inc. v. Stealth Signal, Inc., 659 F.3d 1121,
1131 (Fed. Cir. 2011) ("A primary purpose of appointing a special master is to
narrow the issues before the district court judge to facilitate an efficient and timely
resolution
of complex or highly-technical issues, such as patent claim
construction.").
144. 28 U.S.C. § 636(b) (2) (2012).
145. Hon. Patricia M. Wald, "Some Exceptional Condition"-The Anatomy of a
Decision Under FederalRule of Civil Pioceduie53 (b), 62 ST. JOHN'S L. REV. 405, 406
(1988) (reminding readers that Rule 53 does not define what qualifies as an
'exceptional condition").
146. Id. at 411 ("Supreme Court precedent reflects a parallel concern that, unless
cautiously used, masters can effectively usurp the judicial function of deciding
cases.").
147. FED. R. CIV.P. 53(a)(1).
148. FED. R. CIV.P. 53(b)(1)-(2).
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A. John Doe Lawstits Are a Cost-Effective Enforcement Mechanism
Because modern file-sharing over BitTorrent does not present
copyright holders with viable distribution-side targets, directly suing
end-users might be the only possible approach to enforce copyrights
that have been infringed by illegal downloading. This end-user based
lawsuit strategy would be prohibitively expensive, however, 149
if
copyright holders were required to sue each infringer separately.
The cost of prosecuting a copyright infringement lawsuit against each
individual infringer would make suing only prolific infringers
feasible, which would effectively condone the behavior of small-scale
infringers, who would face little recourse for their illegal behavior.
Of the three approaches Profs. Lemley and Reese suggest to
strengthen the existing copyright regime, 5 0 only the third option is
viable. As Lemley and Reese note, the first approach, changing the
characteristics of the Internet, is not ideal because it can stifle
innovation. 151 Recent Congressional efforts to substantially change
laws related to Internet usage met with stiff resistance from both the
information industry and the population at large. 52 The second
proposal, increasing the penalties for infringers, is equally
problematic. The reason copyright trolls have been so effective is
because existing penalties are already so substantial. 153 Therefore, of
the three approaches, only the third-increasing the likelihood that
infringers will be sued-is acceptable.
John Doe lawsuits increase that likelihood. By bringing claims
against many defendants in one action, plaintiffs save considerable
time and money, not just in filing fees, but also in the resources
necessary to prepare the necessary documents and prosecute the
claims.1 54 Because the claims against each infringer usually involve
similar, if not identical, sets of factual allegations and evidence, such

149. See supra note 50 and accompanying text (explaining the difficulty of suing
individual end-users).
150. Lemley & Reese, supra note 49, at 1393.
151. See Lemley & Reese, supra note 49, at 1387-90 ("When courts shut down new
technologies, the world may literally never knowwhat it is missing.").
152. See Julianne Pepitone, SOPA explained: What it is and why it matters,
CNNMONEY
(Jan.
20,
2012,
12:44
PM),
http: //money.cnn.com/2012/01/17/technology/sopa explained/index.htm
(providing a primer regarding the Stop Online Piracy Act that was considered by
Congress in 2012).
153. See supra notes 129-33 and accompanying text (discussing the role high
statutory damages play in pressuring defendants to settle with copyright trolls).
154. See DeBriyn, supra note 68, at 95 (noting that plaintiff achieved savings of
$1.75 million in filing fees by including 5,000 defendants in the same action).
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55
suits can also conserve court resources by eliminating redundancy.
Bringing multiple defendants into one lawsuit will therefore lower
the cost of prosecuting copyright infringement. Lowered costs per
defendant will allow copyright holders to assert their claims against
even small-scale infringers, thus increasing the likelihood that
infringers will be sued. If lowering the cost of enforcement will
indeed strengthen the current copyright enforcement regime, then
the potential ofJohn Doe suits to provide a salve is undeniable. John
Doe suits, however, come with their own faults and social costs that
must be addressed before they can become effective and just legal
tools.

B. ProceduralQuestions Must Be Resolved Together with Expedited
Discovery
The procedural questions raised by John Doe lawsuits cause
headaches for courts because they create both a technical problemat what point during the litigation should they be addressed-and a
substantive problem-are defendants being afforded due process?
All of these questions must be answered with the policy problem of
protecting defendants from exploitation adding additional pressure.
The moment a plaintiff knows the identity of a defendant, it can
begin using the specter of statutory damages to threaten the
defendant into settling. Regardless of the strength of the claims
against them, the pressure created by this potential liability can blind
a defendant, who is unlikely to understand the complicated
procedural defenses available. 56 A court's solution to these questions
must therefore address the legal issues without exposing defendants
to predatory behavior.
In a copyright troll lawsuit, the process of expedited discovery aims
to uncover the defendants' identities in order to pressure them into
settlements. Expedited discovery is necessary in John Doe lawsuits,
however, to move the litigation forward.15 7 Although some courts
155. See supra notes 89-91 and accompanying text (discussing the common
question of law and fact component of thejoinder question, as applied in the Patrick

Collins case).
156. LaFond, supra note 9, at 51-52 (noting that most defendants "lack the means
to hire a lawyer to defend themselves in often far-flung courts."). Stories of such

defendants are popular in media reports of these suits. See, e.g.,John Schwartz, She
Says She's No Music Pirate. No Snoop Fan, Either., N.Y. TIMES, Sept. 25, 2003,

available at www.nytimes.com/ 2003 /09 /25 /business/ media/ 25TUNE.html (sixty-six
year old retired school teacher accused of downloading gangster rap).
157. Early discovery will not only help uncover information that may be useful in
pretrial litigation, but will allow the litigants to convene for a discovery conference.
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and scholars believe that expedited discovery must wait until the
procedural questions have been settled, 158 expedited discovery's role
in moving the litigation forward in fact suggests that the procedural
questions should be answered simultaneously with the expedited
discovery request.
Because the information targeted by expedited discovery is directly
related to the procedural questions raised by John Doe lawsuits,
courts cannot make the factual findings necessary to resolve these
questions without identifying the defendants. This is clearest on the
question of jurisdiction. Although courts have noted that readily
accessible online tools can help plaintiffs winnow down alleged
infringers to just those defendants over whom the court is likely to
have jurisdiction, 159 these resources are not as reliably accurate as a
subpoena to an ISP would be.1 60 While plaintiffs should be required
to make an independent good faith effort to bring claims only against
plaintiffs subject to the court's jurisdiction, allowing expedited
discovery before resolving the question of jurisdiction will ensure
plaintiffs can compile a complete and accurate group of defendants
because information obtained by subpoena will provide the most
accurate information.
1. Courts Must Allow PernissiveJoinderof Defendants in Copyright
Infringem en t Lawsuits
Information obtained by discovery might also be necessary to
answer questions of joinder, but plaintiffs do not need to show
detailed facts in order to join defendants. 16 1 John Doe lawsuits will
substantially reduce the cost of protecting copyrights, but are not
viable if courts narrowly interpret the rules of joinder in BitTorrent
cases. Because joinder is a flexible doctrine, 162 courts should take a

158. See, e.g., Sony Music Entin't Inc. v. Does 1-40, 326 F. Suipp. 2d 556, 567-68
(S.D.N.Y. 2004); Sean B. Karunaratne, Note, The Case Against CombatingBitTorrent
Piracy Through Mass John Doe Copyright Infringement Lawsuits, 11 MICH. L. REv.
283, 292 (2012) ("A plaintiff's request for expedited discover y mairks the appropriate
time for courts to address issues ofjoinder and jurisdiction.").
159. Nu Image, Inc. v. Does 1-23,322, 799 F. Supp. 2d 34, 40-41 (D.D.C. 2011).
160. See supra notes 103-104 (explaining that geolocation services can be
imprecise, and that Internet users can disguise their IP addresses by using VPN
software).
161. See United States v. Mississippi, 380 U.S. 128, 142-43 (1965) (permitting
joinder based on allegations made in the complaint).
162. Mosley v. General Motors Corp., 497 F.2d 1330, 1333 (8th Cir. 1974)
("'Transaction' is a word of flexible meaning. It may comprehend a series of many
occurrences, depending not so much upon the immediateness of their connection as
upon their logical relationship") (quoting Moore v. New York Cotton Exch., 270 U.S.
593, 610 (1926)).
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approach

to joining

defendants

in

lawsuits

involving

BitTorrent file-sharing.
Although courts have been inconsistent in their application of
joinder to John Doe lawsuits, 16 existing jurisprudence outside the
copyright context points to the conclusion that it should not be
necessary for defendants to have shared files directly with each other
in the swarm.
Rather, it should be enough the defendants
downloaded the same file, through the same BitTorrent tracker,
within a certain window of time.
The Supreme Court has had few occasions to specifically address
joinder, and has only specifically addressed joinder once since the
creation of Rule 20.164 In United States v. Mississippi,165 the Supreme
Court upheld joinder under Rule 20 against voter registrars based on
allegations in the complaint that these registrars "had acted and were
continuing to act as part of a state-wide system designed to enforce
the registration laws in a way that would inevitably deprive colored
people of the right to vote .... ,166 The Court's opinion does not
suggest there was any deliberately coordinated behavior among these
voter registrars, but still ruled that there would be common questions
of fact among the claims against each registrar
because the actions
6
were alleged to be part of a statewide system.1 7
Such a broad reading of the joinder rule reflects the flexibility of
Rule 20 that courts should use when considering BitTorrent filesharing. BitTorrent file-sharing does not require users to make
deliberate choices about interaction with other users. A BitTorrent
"transaction," however, is necessarily part of a larger system of
connectedness; the choice to download through BitTorrent is itself a
deliberate decision to connect and share a file with other users.
Users who share the same file over a reasonably related span of time
therefore engage in a series of transactions-exchanges of digital
68
information-that will share common questions of fact and law.

163.

See supra notes 82-95 and accompanying text.

164. David 0. Taylor, Patent Misjoinder,88 N.Y.U. L. REv. 652, 667-68 (2013).
165. 380 U.S. 128 (1965).
166. Id. at 142.
167. Id. at 143.
168. See Moore v. New York Cotton Exch., 270 U.S. 593, 610 (1926)
("'Transaction' . . . may comprehend a series of many occurrences, depending not so
much upon the immediateness of their connection as upon their logical
relationship."). Although Moore predates the creation of Rule 20, courts evaluating
joinder under Rule 20 have adopted its definition of transactions. See, e.g., Mosely v.
Gen. Motors Corp., 497 F.2d 1330, 1333 (8th Cir. 1974). See also Patrick Collins,
Inc. v. John Does 1-21, 282 F.R.D. 161, 167 (E.D. Mich. 2012) (upholding joinder
and refusing to quash a subpoena because participation in the same BitTorrent

180

AMERICAN UNW. INTELLECTUAL PROPERTY BRIEF

[Vol. 5:2

Courts deciding patent infringement cases also frequently confront
joinder of multiple defendants, each accused of separately infringing
the same patents. Until recently, when Congress passed the America
Invents Act,1 69 there was a similar split among courts resolving patent
cases analogous to the current copyright landscape . i ° One court
upholding joinder described arguments that infringement by
different defendants does not satisfy Rule 20's transaction
requirement as "hypertechnical. 11 On the other hand, courts that
dismiss joinder tend to emphasize that defendants' infringement is
only "similar," because each defendant uses the patent in a unique
product or process. 172
Unlike in these patent cases, however, the copyright infringing acts
in question in John Doe cases are more than just similar. In the
patent cases, the plaintiffs allege that defendants infringe their
patents by using their technologies in products or processes, and
therefore in different ways. The infringement alleged in John Doe
cases is always essentially the same: the mechanical reproduction and
distribution of digital information by and through a BitTorrent
connection.
While there may be differences in the temporal
relationship between transactions and with which users the
defendants interacted, the actual acts of infringement unquestionably
share the same nucleus of common fact.
In the context of John Doe suits, courts should not read Rule 20
narrowly, but instead apply joinder as the flexible doctrine it is.
Although Congress has expressed a policy preference in the patent
world by passing the America Invents Act, courts should be mindful
of the differences between patent infringement and copyright
infringement, and not apply Congress' narrow rule as an analogue.
In fact, permitting joinder in copyright lawsuits serves the desirable
policy goal of making copyright scalable in the digital age.1 3
swarm amounts to a series of transactions).
169. Leahy-Smith America Invents Act, Pub. L. No. 112-29, 125 Stat. 284 (2011)
(to be codified in various sections of 35 U.S.C.). In particular, section 299 addresses
joinder of parties with a clause prohibiting joinder "based solely on allegations that
they each have infiinged the patent or patents in suit." 35 U.S.C.A. § 299 (West
2013).
170. See Taylor, supra note 164, at 657 n. 16 (listing district court cases
exemplifying the split in case authority in patent cases).
171. MyMail, Ltd. v. Am. Online, Inc., 223 F.R.D. 455, 457 (E.D. Tex. 2004).
172. See, e.g., In re EMC Corp., 677 F.3d 1351, 1359 (Fed. Cir. 2012) (holding
joinder is not appropriate where different products or processes are involved in a
case decided several months after Congress passed the America Invents Act).
173. Cf. Douglas McFarland, Seeing the Forest for the Trees: The Transaction or
Occurrence and the Claim Interlock Civil Procedure, 12 FLA. COASTAL L. REv. 247,
265 (2011) ("The original intent of permissivejoinder to allow almost free joinder of
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C. ProtectingAnonymity by Utilizing Intermediaries
Simultaneously dealing with expedited discovery and the
problematic procedural questions will ensure that these questions are
effectively resolved, but allowing discovery before challenges to the
procedural issues could also expose defendants to predatory troll
behavior by stripping defendants of their anonymity. Judge Chin's
five-factor test174 is a reminder that, as important as it is to protect
defendants from predatory behavior, these defendants are still
accused of engaging in illegal activity and must be accountable to the
law. Copyright is a strict liability offense. Even though applying
Judge Chin's test to First Amendment anonymity claims in copyright
infringement cases generally supports disclosing the identity of
defendants, courts should see the proliferation of copyright trolls as
good reason to weigh the fifth factor, the expectation of privacy,
heavily, because of the potential for abuse in breaching that
expectation.
In crafting a judicial remedy to the problem of
copyright trolls, courts must strive to find a similar balance between
the need for information in order to proceed and the protection of
defendants' rights. One way to achieve this balance is through the
use of judicial intermediaries in the form of magistrate judges and
special masters.
These two quasi-judicial figures are well suited to the task of serving
as intermediaries because they are already experienced with
navigating complicated pretrial questions. Magistrate judges have
long been looked to as tools to improve the efficiency of courts. In
1990, Congress passed the Civil Justice Reform Act,1 7 5 requiring
1 6
federal courts to adopt plans for increasing judicial efficiency.
Increased use of magistrate judges was one of the major common
recommendations. 1 7 Because pretrial matters such as discovery and
severing joinder are generally considered "non-dispositive,"

parties was part and parcel of the overall philosophy of the federal rules, which was

to handle all aspects of a dispute in one proceeding .. ").
174. Sony Music Entm't Inc. v. Does 1-40, 326 F. Supp. 2d 556, 564-65; see supra
notes 136-138 and accompanying text (explaining the five-factor test).
175. Civil Justice Reform Act of 1990, Pub. L. 101-650, 104 Stat. 5089, title I (Dec.
1, 1990).

176.

Baker, supia note 138, at 665.

177. See Dessem, supra note 139, at 800 ("A resource to which many courts have
turned for help in the implementation of civil justice reform is the United States
mnagistrate judge. Indeed, eight of the thirty-four early implementation districts have
requested additional magistrate judge positions to help them implement their

plans.").
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magistrates are authorized to hear such matters.1 78 Magistrate judges'
experience dealing with pre-trial litigation will be crucial in managing
these aspects of cases because the number of defendants involved
with John Doe lawsuits increases the complexity of copyright
infringement lawsuits.
Resolving John Doe lawsuits will require courts to make
determinations heavily rooted in technology. Here, special masters
can assist the court in managing discovery and making
recommendations. Courts can give flexible orders to the special
master.1 9 While the traditional example of circumstances warranting
reference to a special master is a complicated accounting of
damages, 80 masters are often used for other purposes 8
Special
masters are often used in patent cases because of the complexity
involved with determining the scope of patents and resulting
2
questions of infringement.1
While patent cases are complex because of the intricate technical
and scientific questions that must be answered to understand the
scope of the patent, John Doe copyright cases are complex not only
because of the technical questions related to participation in a
BitTorrent swarm, but also because of the number of claims and
defendants that must be managed. Not only that, but courts must
also deal with these complex cases as part of already busy docketsi 3
Tellingly, some courts are already experimenting with uses of
masters in copyright litigation. In May, the U.S. District Court for the
District of Maryland handed down an order in a suit brought by
178. Arista Records, LLC v. Doe 3, 604 F.3d 110, 115-16 (2d Cir. 2010).
179. Under Rule 53, the only requirements are that there be an "exceptional
condition" for a matter to be decided without a jury. FED. R. Cir. P. 53(a)(1)(B)(i).
In trials with a jury, the issues must only be complicated, because findings can be
entered as evidence. Thomas L. Creel & Thomas McGahren, Use of Special M~asters
in PatentLitigation: A Special Master's Perspective, 26 AIPLA QJ. 109, 120 (1998).
180. Rule 53 specifically mentions accounting and computation of damages as
purposes for which masters might be used. FED. R. Civ. P. 53(a) (1) (B) (ii).
181. See Skinner v. Aluminum Co. of Am., 95 F. Supp. 183, 184 (W.D. Penn.
1951) (noting that a backlog of cases might be enough to warrant reference to a
master, and listing patent cases in which masters have been used for non-accounting
puirposes).
182. Neil A. Smith, Complex Patent Suits: The Use of Special Masters for Claim
Construction, LANDSLIDE, Sept./Oct. 2009, at 38. See, e.g., Absolute Software, Inc. v.
Stealth Signal, Inc., 659 F.3d 1121, 1128 (Fed. Cir. 2011) (master conducted hearings
on parties' claim construction); Constant v. Advanced Micro-Devices, Inc., 848 F.2d
1560, 1566 (Fed. Cir. 1988) (master appointed to "make recommendations on the
motions for summar}judgment as to the issues of invalidity and non-infringement").
183. Hon. James F. Holderman, The Patent Litigation Predicament in the United
States, 2007 U. ILL. J.L. TECH & POL'Y 1, 3-5 (lamenting that district court judges do
not have the time to learn the intricacies of the subject matter in each patent case
because of the diversity and size of typical case loads).
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Malibu Media 18 4 exercising the court's authority under Rule 53 of the
Federal Rules of Civil Procedure to appoint a special master. 185 The
order is unique in that it is part of an explicit forward-thinking plan
of the District of Maryland to craft a course to be followed in future
copyright actions.1 86 Per the court's order, the special master will
serve as an intermediary, who will protect the identities of defendants
from the plaintiffs while making recommendations to the court on
questions
such as the plausibility of the claims brought against
7
them.

18

Under this plan, upon receiving a request from the plaintiff, the
court will order the relevant service provider to provide subscriber
information to the master under seal, taking precautions to ensure
the information is not disseminated. 8 8 The master will then contact
the alleged infringer and request information by which to make his
recommendation.189 After reviewing the recommendation, the court
may disclose the subscriber information to the plaintiff, under
conditions intended to protect the defendants.1 90
The court's innovative use of a special master is an example worth
following. Allowing a special master to serve as an intermediary
ensures that defendants have the cover of anonymity to protect them
from predatory plaintiff behavior while the court has a chance to
review the legitimacy of claims made against them. Although the
court in Malibu Media asked the special master to specifically address
the plausibility threshold, there is no reason why a master could not
also be used to assist courts in navigating complicated facts involved
in the assertion of personal jurisdiction when there are numerous
defendants.19 1 Moreover, magistrates are just as suited to the task as
184. The court notes in its order that Malibu Media has brought multiple
copyright infringement lawsuits. hi re Malibu Media, No. 8:12-cv-01195-PJM (D. Md.
May 16, 2013) (on file with author).
185. Id. (noting that the court's appointed special master is a professor of
copyright and intellectual property).
186. Id. at 2 (explaining that the district assigned two judges to oversee this case
and "to recommend uniform procedures to be followed by the judges of this Court
in such cases.").
187. Id. at 3.
188. Id. at 4.
189. Id. at 4-5.
190. Id. at 5-6. The order includes some interesting measures meant to protect
defendants that are unrelated to special masters. If the court allows the plaintiff to
file an amended complaint with the true names of the defendants, it will be kept
under seal until the court orders otherwse. The order further prohibits the plaintiff
from proactively reaching out the defendants with settlement offers without
permission from the court.
191. See Creel & McGahren, supra note 179, at 133-34 (providing an example of a
special master being used in patent disputes to help sort out the complicated
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special masters.
Importantly, one of the few accepted guidelines for use of masters
is that the conditions prompting their use indeed be exceptional.9
Courts cannot rely heavily on reference to masters in all cases of a
type simply because of expectations that there will be complicated
issues of law and fact. 194 Magistrates are generally available to assist
the court in pre-trial litigation. Masters should only be used when the
number of defendants exceeds a certain threshold, or where they
have reason to suspect that plaintiffs have exploitative goals and are
needed as intermediaries. As technology inevitably adapts, courts
should reference special masters to help make nuanced decisions
involving the newest tools of copyright infringement.
Of course, lawsuits must have a resolution; a master's
recommendation to the judge is not an ending. If the suit continues
past these pre-trial recommendations to the judge, the court must
still take steps to ensure fairness and efficiently use the resources of
all parties, including its own. Settlements are often encouraged as
the ideal resolution to a lawsuit because they can benefit both parties
by minimizing litigation costs, producing swifter resolutions than
trial, and because they are essentially an agreement between
parties. 195 But here, settlements are at the core of the problem.
Often in John Doe lawsuits, even plaintiffs who are not trying to
exploit the legal system ultimately prefer to settle lawsuits for
damages well below the statutory standard. 196 Magistrates will do
much to alleviate this problem.
In addition to their important roles overseeing pre-trial litigation,

scientific and technical facts).
192. Magistrates are also authorized to serve as special masters. 28 U.S.C. §
636(b) (2) (2012).
193. See Irving R. Kaufman, Masters in the Federal Courts: Rule 53, 58 COLUM. L.
REx. 452, 454 (1958) ("[B]lanket provisions for systematically referring particular
types of cases, as for example all patent or antitrust cases, violates the caveat against
making references the rule rather than the exception.").
194. See La Buy v. Howes Leather Co., 352 U.S. 249, 259 (1957) (noting that most
antitrust lawsuits have complex issues of law and fact). Importantly, this narrow
reading is only applicable in non-jury cases. When there is ajury trial, courts have
more freedom to use masters, whose recommendations are submitted as evidence.
Creel & McGahren, supra note 179, at 120.
195. Leandra Lederman, Precedent Lost: Why Encourage Settlement, And Why
Permit Non-Party Involvement in Settlements?, 75 NOTRE DAME L. REV. 221, 225
(1998) (noting that because litigation is viewed as a dispute resolution tool,
settlement is favored as a method of efficient, amicable resolution).
196. Most of the early suits filed by record labels and trade groups ended with
settlements. John A. Fedock, Comment, The R1AA v. The People: The Recording
Industry's MisguidedAttempt to Use the Legal System to Save Their Business Model,
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John Doe lawsuits present another important opportunity for
magistrate judges: that of "settlement specialist." District courts rely
increasingly on magistrate judges as specialists, and especially in the
realm of alternative dispute resolution.1 97 In this role, magistrate
judges preside over settlement conferences or court-annexed
arbitrations. 9 8 Instead of the standard settlement letter issued by
plaintiffs in most John Doe suits informing defendants that they can
choose to settle for a set amount of money or be sued, magistrate
judges can participate actively in the negotiation of settlements,
ensuring flexibility in settlement offers according to the realities of
the circumstances.1 99 By encouraging negotiated settlements, courts
can both reduce the costs of enforcing copyrights while ensuring
reparations that are fair and responsive. 200
Magistrate judges and masters will thus play important roles at
every level of John Doe lawsuits. First, these figures will be vital to
assist the court in managing the complexities of pre-trial litigation
inherent in suits involving multiple parties and claims. Second,
magistrates and special masters will be able to help protect the
anonymity of defendants by serving as intermediaries.
Finally,
magistrates will be able to help parties negotiate settlements that are
fairer and more reflective of the reality of the circumstances than
those that are usually obtained through the existing process.
CONCLUSION

Despite the controversies surrounding swarm-based, John Doe
lawsuits, such lawsuits can improve the existing copyright system by
reducing the costs of enforcing copyrights and holding more
infringers accountable. Courts can make John Doe lawsuits viable by
interpreting the rules of joinder flexibly to include BitTorrent filesharing within the transaction requirement. However, for these
lawsuits to be effective, courts must also take precautions to protect
defendants from predatory behavior that seeks to exploit the legal
system for profit. Courts must resolve procedural questions in a
manner that will preserve the anonymity of defendants. This can be
197. Dessem, supra note 139, at 819.
198. Id. at 819-20.
199. See Patrick Longan, BureaucraticJustice Meets ADR: The Emerging Role for
Magistratesas Mediators, 73 NEB. L. REv. 712, 715-16 (1994) (noting that settlement
is one of the many suitable areas for magistrates to participate in pretrial
conferences).
200. Negotiated settlements would also save litigants expenses of prosecuting or
defending claims.
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achieved by using special masters and magistrates during pre-trial
stages. Special masters and magistrates can serve as intermediaries to
protect the anonymity of plaintiffs while resolving procedural
questions, and magistrates can serve as settlement specialists who seek
to find fair resolutions to copyright lawsuits. Traditional approaches
to copyright litigation do not work in modern digital infringement
cases.
To ensure justice for all, courts must not be afraid to
experiment with new approaches to hearing copyright cases, and to
boldly go where no courts have gone before.

